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Ẽ  

 

STEALTHONE G  

VPN

UTM  

 

 

 

STEALTHONE G

(http:// www.stealthone.net)  

 

Ẽ  

 

│ ≢∆─≢⁸ ⌐ ╛ ⌐⌂╢ ╛ ╛ ╣⁸╒↓╡─ ™ ⁸

─ ™ ⁸ ⌂ ⌐│ ⇔⌂™≢ↄ∞↕™⁹ 

 

↓─╟℮⌂ ⌐ ↕╣√ ⁸ⱨ□fi⅛╠─ ⁸ ⁸ ╛ ⌂ ╩ ⅝ ↓∆

⅜№╡╕∆⁹ ⅛╠⁸ ─ ╩ ⇔⁸ ⅜№╢ │ ╛⅛⌐ ⌂≥─ ╩

∫≡ↄ∞↕™⁹ 

 

 

 

≢⅝╢ ◒♇ꜝכⱣכ◘╛ⱶכꜟכⱣכ◘╡ ⌂≥─ ⅜ ≢╒↓╡⅜ ⌂™ ⌐ ∆

╢↓≤╩ ⇔╕∆⁹ 

 

№╦∑≡ ─ ⅝╙ ⌐⅔ ╖ↄ∞↕™⁹ 
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Ẽ  
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Ẽ  

 

 

DISK  

 

 eth0 LAN

 

 

 InternetExplorer11 Firefox

IP 192.168.1.10/255.255.255.0 192.168.1.1 

DNS  192.168.1.1  

 

 192.168.1.1 Ping  

 

 

 

 

 

 

 

 

 

 

 

STEALTHONE G   

eth0  192.168.1.1 

eth0  255.255.255.0 

DHCP   

URL http://192.168.1.1:88 

ID admin 

 admin@123 
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Ẽ  

 

 http://192.168.1.1:88  

http://  

 

  

 

β admin admin@123  
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Ẽ  

 

ᵑ ꜡◓▬fi∆╢≤⁸ ⅜♪כ◙▫► ↕╣╕∆⁹₈ ┼₉╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

 

ᵒ ⅜ ↕╣╕∆─≢⁸₈ ∆╢₉⌐♅▼♇◒╩⇔⁸₈ ┼₉╩◒ꜞ♇◒⇔╕∆⁹
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ᵓ ▬fi♃כⱨ▼כ☻⅜ ↕╣╕∆⁹eth0 ⱳכ♩─ IP ▪♪꜠☻╩ ⇔╕∆─≢⁸₈eth0₉╩◒

ꜞ♇◒⇔╕∆⁹ 

 

   IPv4▪♪꜠☻╩₈192.168.88.254₉⌐ ⇔≡₈ ₉Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

.₈192.168.88⅜◒כⱠ♇♩꞉ꜟ◌כ꜡    *** ₉─Ⱡ♇♩꞉כ◒∞∫√ │⁸₈192.168.89. 254₉ 

⌐ ⇔≡ↄ∞↕™⁹ 

   

β↓─ IP ≥◒כⱠ♇♩꞉ꜟ◌כ꜡⁸╩ ∂☿◓ⱷfi♩⌐ ⇔≡⇔╕℮≤⁸ 

PC│▬fi♃כⱠ♇♩┼ ⅜╡╕∑╪⁹ ∏ ⌂╢Ⱡ♇♩꞉כ◒☿◓ⱷfi♩≢ ⇔≡ ↕™⁹ 

 

ᵔ Ⱪꜝ►◙╩ ∂≡⁸ ⇔™ IP ▪♪꜠☻≢ ▪◒☿☻╩⇔≡ↄ∞↕™⁹ 

∕─ ⁸◖fiⱧꜙכ♃─ IP ▪♪꜠☻╙ eth0 ⌐ ╦∑≡ ⇔≡ↄ∞↕™⁹ 

꜡◓▬fi⇔⁸₈ ┼₉╩◒ꜞ♇◒⇔≡ ₈▬fi♃כⱨ▼₉☻כ─Ɑכ☺╕≢ ╖╕∆⁹ 
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ᵕ ∆╢▬fi♃כⱨ▼כ☻─ ╩⇔╕∆⁹Ⱪꜞ♇☺⸗כ♪─ │ɖ⁸ꜟכ⸗כ♃כ♪─

│ɗ╩ ⇔≡ ↕™⁹ β↓↓≢│ eth2 ╩ LAN⁸eth3 ╩WAN≤⇔≡ ⇔╕∆⁹ 

ɖ Ⱪꜞ♇☺⸗כ♪─  

1.₈ ₉╩◒ꜞ♇◒⇔╕∆⁹ 

 

2. eth2 ⱳכ♩≤ eth3 ⱳכ♩╩Ⱪꜞ♇☺⌐ ⇔╕∆⁹ 

 

♃▬ⱪ Ⱪꜞ♇☺ ╩  

Ⱪꜞ♇☺ ID  ─ ╩ 001⌂≥  

▬fi♃כⱨ▼כ☻ A eth2 ╩  

A LAN  ╩  

▬fi♃כⱨ▼כ☻ B eth 3╩  

B WAN  ╩  

IPv4 ▪♪꜠☻ LAN ⌐ ꜟ◌כ꜡╢∆ IP ▪♪꜠☻╩  

◘ⱩⱠ♇♩ⱴ☻◒ Ⱡ♇♩꞉כ◒⌐ ╦∑≡  

β♦ⱨ◊ꜟ♩│₈255.255.0.0₉⌐⌂∫≡™╕∆─≢⁸ ⇔≡ↄ∞↕™⁹ 

IPv4 ─כ♃כꜟ ▬▼►♩כ◕ IP ▪♪꜠☻╩  

   ╩ ─ ⁸₈ ₉Ⱳ♃fi╩◒ꜞ♇◒⇔╕∆⁹ 

   ↓╣≢ eth2 ⱳכ♩│ LANⱳ⁸♩כeth3 ⱳכ♩│WANⱳכ♩≤⇔≡ ↕╣╕⇔√⁹ 

Ⱪꜞ♇☺ ⅜ ⇔√╠⁸WANⱳכ♩ eth3 ╩Ⱡ♇♩꞉כ◒⌐ ⇔≡ↄ∞↕™⁹ 

β ⇔ↄ│Ⱬꜟⱪ─₈ ₉♪כ◙▫► ╩↔ ↄ∞↕™⁹ 
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ɗ ─♪כ⸗כ♃כꜟ  

1.₈eth3₉╩◒ꜞ♇◒⇔╕∆⁹ 

 

   

2.  ISP  

  

 

▬fi♃כⱨ▼כ☻  eth3 ─╕╕ ⇔⌂™ 

 WAN  ╩  

IP ╡ ≡ ♄▬ꜘꜟ▪♇ⱪ ╩  

כ◙כꜚ  ISP ⅛╠ ↕╣√ ID ╩  

Ɽ☻꞉כ♪ ISP ⅛╠ ↕╣√Ɽ☻꞉כ♪╩  

☻ⱦכ◘  ISP ⅛╠ ☻ⱦכ◘√╣↕ ⅜№╣┌  

β ISP ─ ⅜ IP ╡ ≡─ │₈DHCP₉╩ ⇔≡ↄ∞↕™⁹ 

 

      3. ≡ ⇔√╠⁸₈ ₉╩◒ꜞ♇◒⇔╕∆⁹ 

       WANⱳכ♩ eth3 ╩⁸⸗♦ⱶ╛ ONU⌐ ⇔≡ↄ∞↕™ 
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4.LAN  eth2  

   

 

5.Ⱡ♇♩꞉כ◒ ╩ ⇔╕∆⁹ 

 

 

▬fi♃כⱨ▼כ☻  eth 2 ─╕╕ ⇔⌂™ 

 LAN  ╩  

IP ╡ ≡ ☻♃♥▫♇◒╩  ╕∑╪  

IPv4▪♪꜠☻ LAN IP ▪♪꜠☻╩  

◘ⱩⱠ♇♩ⱴ☻◒ Ⱡ♇♩꞉כ◒⌐ ╦∑≡  

β♦ⱨ◊ꜟ♩│₈255.255.0.0₉⌐⌂∫≡™╕∆─≢⁸ ⇔≡ↄ∞↕™⁹ 

 

6. ≡ ⇔√╠⁸₈ ₉╩◒ꜞ♇◒⇔╕∆⁹ 

β ⇔ↄ│Ⱬꜟⱪ─₈ ₉♪כ◙▫► ╩↔ ↄ∞↕™⁹ 
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ᵖ ▬fi♃כⱠ♇♩⌐ ↕╣≡™╢ ╩ ⇔╕∆⁹ 

│ ─◖fiⱧꜙכ♃⅜▬fi♃כⱠ♇♩⌐ ∆╢ ─ ⅜ ≢∆─≢⁸ ⅛╠

⌐ PING◖ⱴfi♪╩ ⇔≡ ╩ ⇔╕∆⁹ 

○ⱪ◦ꜛfi>  ⁹∆╕⇔◒♇ꜞ◒╩ꜟכ♠

 

 

  IP/♪ⱷ▬fi ╩ ⌐⁸YAHOO╛ Google⌂≥─♪ⱷ▬fi ╩ ⇔ PINGⱲ♃fi╩ ⇔ 

╕∆⁹ 

   

 

PING ⅜№╣┌ ≤ ↕╣≡™╕∆─≢⁸ ╩ꜟכ♠ ∂≡ ─ ⌐ ╖╕∆⁹ 
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ᵗ ▬fi♃כⱨ▼כ☻ ─₈ ┼₉╩◒ꜞ♇◒∆╢≤⁸DNS─ ⌐ ╡╕∆⁹ 

♦ⱨ◊ꜟ♩≢₈8.8.8.8 ₉⅜ ↕╣≡™╕∆⁹Ⱪꜞ♇☺⸗כ♪─ ╩☻꜠♪▪─כ♃כꜟ│

⇔≡ↄ∞↕™⁹ꜟכ⸗כ♃כ♪─ │∕─╕╕⁸╙⇔ↄ│ ISP⅜ ⇔≡™╢ DNS╩

⇔≡ↄ∞↕™⁹ ╦∫√╠₈ ┼₉╩◒ꜞ♇◒⇔╕∆⁹ 

 

 

ᵘ ►▼ⱩⱤ☻꞉כ♪ ⅜ ↕╣╕∆⁹ ⌐│∕─╕╕₈ ┼₉╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

꜡◓▬fiⱤ☻꞉כ♪╛ CLI ◖fi♁כꜟ Ɽ☻꞉כ♪╩ ⇔√™ │⁸ 

₈↓─ ╩☻◐♇ⱪ₉─♅▼♇◒╩ ⇔⁸ ╩ ⇔≡ ↕™⁹ 
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ᵙ ⅜ ↕╣╕∆⁹₈NTP◘כⱣכ≤ ₉╩ ┘⁸₈ ∆← ₉╩◒ꜞ♇◒⇔≡ↄ∞

↕™⁹ 

   

₈ ∆← ₉╩◒ꜞ♇◒ ⁸ ⅜ ⌂↓≤╩ ⇔≡ↄ∞↕™⁹ 

⁸ ꜡◓▪►♩ ○ⱪ◦ꜛfi♪꜡◓▪►♩ ⇔≡ ꜡◓▬fi⇔≡ↄ∞↕™⁹ 

꜡◓▬fi ⁸₈ ┼₉╩◒ꜞ♇◒⇔⁸ⱪ꜡♄◒♩◐כ ╕≢ ╘╕∆⁹ 

 

 

ᵚ ⱪ꜡♄◒♩◐כ╩ ⇔╕∆⁹ⱪ꜡♄◒♩◐כ│ ⌐ ↕╣≡™╕∆⁹ 

 

⁸₈ ┼₉╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 
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ᵛ ╩ ⇔≡ ↕™⁹ ⁸₈ ┼₉╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

β * │ ≢∆⁹2Ᵽ▬♩ │ ↑⇔╕∆─≢ ⇔⌂™≢ↄ∞↕™⁹ 

 

 

ᵜ ⇔≡ ⅜ ↑╣┌₈ ┼₉╩◒ꜞ♇◒⇔╕∆⁹ 
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β ╖─ⱪ꜡♄◒♩◐כ╩ ⇔√ ⌐כⱣכ◘⁸│ ↕╣≡™╢ ⅜ ↕╣╕

∆⁹ ⅜ ↑╣┌₈ ┼₉╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

 

 

 

ᵝ ⌐ ↕╣╣┌ ─ ⅜ ↕╣╕∆⁹₈ ₉╩◒ꜞ♇◒∆╢≤꜡◓▬fi ⌐

╡╕∆─≢⁸ ꜡◓▬fi⇔≡ↄ∞↕™⁹ⱱכⱶ ⌐ ⇔╕∆⁹ 

 

β ⇔ↄ│Ⱬꜟⱪ─₈ ₉♪כ◙▫► ╩↔ ↄ∞↕™⁹ 
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Ẽ ⱱכⱶ  

ⱱכⱶ ≢│☿◐ꜙꜞ♥▫ ┘ ⌐ ∆╢ ₁─ ⅜ ↕╣╕∆⁹ 

≢│ ⅝ↄ ↑≡ ⱷ♬ꜙהכ ⱷ♬ꜙהכ☿◐ꜙꜞ♥▫ ┘ ─ 3 ⌐

⅛╣≡™╕∆⁹ 

 
β ⌐ ♩כꜝ▪╢∆ │Ɑכ☺ ⌐ ↕╣╕∆⁹ 

כ◙כꜚ₈ ⅜ꜝ▬☿fi☻─ ╩ ⅎ≡™╕∆⁹◘ⱳכ♩∆╢ ⁹₉≤™℮ⱷ♇☿כ☺│ ↕╣≡⇔╕™╕∆⅜⁸ 

│ ⌂ↄ ™√⇔╕∆⁹ 
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Ẽ ▬fi♃כⱠ♇♩ ♦Ᵽ▬☻─  

 

  

 

>   

 

 

 

 

  

IP  
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IP  

 

 

ⱪכꜟ◓  ─ ╩  

 ─ ⅜№╣┌  

╩כ◙כꜚ  ₈IP₉╩ ⇔⁸ ∆╢ IP ▪♪꜠☻╩ ⇔₈ ₉ 

 

   

  192.168.1.1- 192.168.1.254

 

 

β ⇔ↄ│Ⱬꜟⱪ─₈ꜚכ◙כ ₉ ╩↔ ↄ∞↕™⁹ 
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Ẽ DHCP ─כⱣכ◘  βꜟכ⸗כ♃כ♪ ─╖ 

 

DHCP  

 

 >DHCP  
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ᵒ ₈ ₉╩◒ꜞ♇◒∆╢≤⁸ Ɑכ☺⅜ ↕╣╕∆⁹ 

╩ ⇔⁸ ⌐₈ ₉╩◒ꜞ♇◒∆╢≤⁸ ⅜ ↕╣╕∆⁹ 

 

כⱣכ◘  ─ ╩  

IP Ᵽכ☺ꜛfi IP ▪♪꜠☻Ᵽכ☺ꜛfi╩  

▬fi♃כⱨ▼כ☻ LAN ⌐ ⇔√▬fi♃כⱨ▼כ☻╩ │ eth2  

IP  IP ▪♪꜠☻╩  

IP  IP ▪♪꜠☻╩  

◘ⱩⱠ♇♩ⱴ☻◒ Ⱡ♇♩꞉כ◒⌐ ╦∑≡  

LAN ▬▼►♩כ◕ IP ▪♪꜠☻╩ ↕╣╕∆  

DNS ꜞⱪꜝ▬ⱴ כⱣכ◘ DNS ▪♪꜠☻╩ ↕╣╕∆  

DNS ꜞ♄fi◌☿ כⱣכ◘ DNS ▪♪꜠☻╩  

☻כꜞ  ╩  

☻כꜞ  ╩  

β◒ꜝ▬▪fi♩┼ DNS◘כⱣכ╩ ╡ ≡╢ ⌐│⁸TCP/UDP 53 ⱳכ♩─ 

ⱨ□▬▪►◊כꜟ ⅜ ⌐⌂╡╕∆⁹ 

∕─ ⁸UTM≢ ⇔√ ─ Ɑכ☺⅜ ⌐ ↕╣╕∑╪─≢↔ ↄ∞↕™⁹ 
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ᵓ DHCP ₈─כⱣכ◘ ₉⌐♅▼♇◒⇔≡⁸₈ ₉╩◒ꜞ♇◒⇔╕∆⁹ 

─☻♃כ♥☻⁸⌐   ╩◒ꜞ♇◒⇔⁸₈ON₉⌐⇔╕∆⁹ 

β ⇔ↄ│Ⱬꜟⱪ─₈ >DHCP₉ ╩↔ ↄ∞↕™⁹ 
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Ẽ ⱨ□▬▪►◊כꜟ─  

 

 

 

 

 

 

HTTP TCP 80  HTTPS(TCP 443) IMAP(TCP 143) POP3(TCP 110) SMTP(TCP 25) 

NTP(UDP 123) PING(ICMP)  

DNS(UDP 53) DHCP(UDP 67- 68)  

 

   PING(ICMP)  

     PING P.23  

 

 >  >   

 

  

   1.   >  >   
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2.  

 

 

─ꜟכꜟ  ╩  

▪◒◦ꜛfi ₈ ∆╢₉╩  

╩fi ₈BRIDGE₉כ♂☻כ♁  

ⱪ▬♃  ╠⅛ ☻כ♁ Ⱡ♇♩꞉כ◒ 

192.168.xxx.0/255.255.255.0─ ╩◒כⱠ♇♩꞉ꜟ◌כ꜡⌐  

ⱦ☻ ⅛╠[Anyכ◘ ]╩  

╩fi ₈BRIDGE₉כ♂  

 ⅛╠[Any IPv4]╩  

   

 

    

   [Any ]  
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PING(ICMP)  

 1.   >  >  

[BRIDGE] [UTM] DNS  

 

 

 2.  ⅛╠[ICMP ]╩  

 

 

3.   
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1.  >  >   

  [FROM- LAN TO- WAN]  

 

 

2. [Any] OK  

 

 

   [Any ]  
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     1.  >   

 

 

2.  

 

☻ⱦכ◘₈ כꜞ◗♥◌ ₉╩  

 ⅛╡╛∆™ ╩  

ⱪ꜡♩◖ꜟ TCP/UDP/ICMP/ IGMP ⅛╠  

⅜♩כⱳ─ ♩כⱳ☻כ♁ ╕∫≡™╢ │  

ⱳכ♩ ─ⱳכ♩⅜ ╕∫≡™╢ │  

◖ⱷfi♩ ⅜№╣┌  
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1.  >  >   

 

 

─ꜟכꜟ  ╩  

▪◒◦ꜛfi ₈ ∆╢₉╩  

₈BRIDGE╠⌂♪כ⸗☺♇ꜞfi Ⱪכ♂☻כ♁ ₉╩  

╩₈WAN₉╠⌂♪כ⸗כ♃כꜟ  

╩[Any IPv4]╠⅛ ☻כ♁  

╠⅛ │ ☻ⱦכ◘ ╩☻ⱦכ◘™√⇔  

₈BRIDGE╠⌂♪כ⸗☺♇ꜞfi Ⱪכ♂ ₉╩  

╩₈LAN₉╠⌂♪כ⸗כ♃כꜟ  

 ⅛╠  ♃▬ⱪ ⱱ☻♩ 

IPv4 ─כⱣכ◘ IP ▪♪꜠☻ 

   2.  
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Ẽ ►▬ꜟ☻☻◐ꜗfi  

 

─ⱨ□▬ꜟ╩►▬ꜟ☻☻◐ꜗfi⇔╕∆⁹ 

 > ▪fi♅►▬ꜟ☻  

 ♦ⱨ◊ꜟ♩≢₈ ₉⌐⌂∫≡™╕∆⁹ 

 

 

 β │⁸Ⱬꜟⱪ > ◖fi♥fi♠ⱨ▫ꜟ♃ꜞfi◓  > ▪fi♅►▬ꜟ☻ ╩ ⇔≡ↄ∞↕™⁹ 
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Ẽ ⱷכꜟ  

 

E- mail  

 >   

 

SMTP (TCP25) POP3 (TCP110) IMAP (TCP143)  

SMTP  (TCP587)  

SMTP  ⅛╠[smtp  submission ]╩ ⇔≡ ⇔≡ↄ∞↕™⁹ 

 

 

 

   

      >  >   

  


